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Events summary About Firewall Events

Action Host Country ASN IP Path

Total

11.26M
Managed Challenge

5.6M
Connection Close

5.45M
Block

214.17k

Events by service

HTTP DDoS

11.26M

Top events by source
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Filters:

Service equals HTTP DDoS

https://developers.cloudflare.com/waf/analytics
https://developers.cloudflare.com/waf/analytics
https://developers.cloudflare.com/waf/analytics
https://developers.cloudflare.com/waf/analytics
https://developers.cloudflare.com/waf/analytics
https://developers.cloudflare.com/waf/analytics


IP Addresses

2a01:4f9:c012:a22d::1 87.08k

2a01:4f9:c012:5f84::1 82.01k

2a01:4f9:c012:51d1::1 80.04k

2a01:4f9:c011:8d09::1 79.81k

2a01:4f9:c012:a240::1 78.12k

2a01:4f9:c010:c0c4::1 76.03k

2a01:4f9:c010:8fdf::1 75.72k

2a01:4f9:c012:65a1::1 73.38k

2a01:4f9:c012:1001::1 73.22k

2a01:4ff:f0:b436::1 72.83k

2a01:4f9:c012:a291::1 71.77k

2a01:4f9:c010:aef9::1 71.75k

2a01:4f9:c012:c682::1 70.85k

2a01:4f9:c011:a131::1 70.55k

2a01:4f9:c012:d6bb::1 70.5k

User Agents

Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/58.0.3029.96 Safari/537.36

176.2k

Mozilla/5.0 (Windows NT 10.0; WOW64; rv:54.0)
Gecko/20100101 Firefox/54.0

173.55k

Mozilla/5.0 (Windows NT 10.0; WOW64;
Trident/7.0; rv:11.0) like Gecko

173.06k

Mozilla/5.0 (X11; Linux x86_64; rv:52.0)
Gecko/20100101 Firefox/52.0

169.12k

Mozilla/5.0 (Macintosh; Intel Mac OS X 10_12_4)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/58.0.3029.110 Safari/537.36

164.02k

Mozilla/5.0 (Macintosh; Intel Mac OS X 10_12_5)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/59.0.3071.86 Safari/537.36

161.95k

Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/57.0.2987.133 Safari/537.36

160.77k

Mozilla/5.0 (Windows NT 6.1; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/59.0.3071.104 Safari/537.36

158.71k

Mozilla/5.0 (X11; Linux x86_64; rv:45.0)
Gecko/20100101 Firefox/45.0

157.94k

Mozilla/5.0 (iPad; CPU OS 10_3_2 like Mac OS X)
AppleWebKit/603.2.4 (KHTML, like Gecko)
Version/10.0 Mobile/14F89 Safari/602.1

157.89k

Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/59.0.3071.104 Safari/537.36

156.75k

Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6)
AppleWebKit/603.2.5 (KHTML, like Gecko)
Version/10.1.1 Safari/603.2.5

156.38k

Mozilla/5.0 (X11; Linux x86_64)
AppleWebKit/537.36 (KHTML, like Gecko) Ubuntu
Chromium/58.0.3029.110 Chrome/58.0.3029.110
Safari/537.36

156.25k

Mozilla/5.0 (Windows NT 6.1; Trident/7.0; rv:11.0)
like Gecko

156.08k

Mozilla/5.0 (Windows NT 10.0)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/58.0.3029.110 Safari/537.36

155.61k



Paths

/ 11.26M

Countries

Germany 5.84M

United States 2.08M

Finland 631.64k

Indonesia 273.12k

China 258.43k

Turkey 157.54k

India 141.68k

Colombia 139.83k

Brazil 135.79k

Korea, South 96.86k

Singapore 90.89k

Russian Federation 87.97k

Ecuador 73.13k

Kazakhstan 68.57k

Philippines 67.53k

Hosts

poa.st 11.26M

ASNs

AS24940 - HETZNER-AS 6.18M

AS212317 - HETZNER-CLOUD3-AS 720.64k

AS11878 - TZULO 400.46k

AS213230 - HETZNER-CLOUD2-AS 377.32k

AS14061 - DIGITALOCEAN-ASN 261.29k

AS51167 - CONTABO 141.62k

AS7018 - ATT-INTERNET4 99.55k

AS4766 - KIXS-AS-KR Korea Telecom 96.86k

AS141771 - CHINANET-HEBEI-ZHANGJIAKOU-MA… 93.21k

AS8075 - MICROSOFT-CORP-MSN-AS-BLOCK 82.49k

AS7922 - COMCAST-7922 82.4k

AS30992 - MTN-NS-CAMEROON 65.13k

AS17816 - CHINA169-GZ China Unicom IP networ… 62.71k

AS9198 - KAZTELECOM-AS 62.07k

AS7713 - TELKOMNET-AS-AP PT Telekomunikasi I… 61.48k

Firewall rules

No data

Rate limiting rules

No data

Managed rules

No data

Managed rules (previous version)

No data



HTTP DDoS rules

HTTP requests that are very likely coming from bots. 5.6M

HTTP requests causing a high request rate to origin. 5.45M

HTTP requests from known botnet (signature #5). 214.17k

HTTP Methods

GET 11.26M

Activity log

1 to 10 of 11,257,975 items

DateAction takenCountryIP addressService

May 25, 2023 10:09:57 PM Connection Close United States 216.86.192.42 HTTP DDoS

May 25, 2023 10:09:56 PM Connection Close United States 216.86.192.42 HTTP DDoS

May 25, 2023 10:09:55 PM Connection Close United States 216.86.192.42 HTTP DDoS

May 25, 2023 10:09:54 PM Connection Close United States 216.86.192.42 HTTP DDoS

May 25, 2023 10:09:53 PM Connection Close United States 216.86.192.42 HTTP DDoS

May 25, 2023 10:09:51 PM Connection Close United States 216.86.192.42 HTTP DDoS

May 25, 2023 10:09:50 PM Connection Close United States 216.86.192.42 HTTP DDoS

May 25, 2023 10:09:48 PM Connection Close United States 216.86.192.42 HTTP DDoS

May 25, 2023 10:09:47 PM Connection Close United States 216.86.192.42 HTTP DDoS

May 25, 2023 10:07:40 PM Managed Challenge Iran 81.12.44.194 HTTP DDoS


